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Status Quo:  Standard SAP Reports :

=~ & Information Systam

A Master Data Documentation e

A 2 5_BCE_G2001425 - Roles by Complex Selection Criteri

A Inverted Search by E{i’lS_EICE_EBEIEHMB-E;:Dsleyr\larn’n”;p PR
Master Data Object ) 5_BCE_G8001410 - By User Assignment

n @ S_BCE_GR001420 - By Transaction Assignment

A Where -Used Lists for 08 _BIE gt - B e

f2) 5_BCE_B8001421 - By Profile Assighment
Eﬁ’l S5_BCE_GROOT422 - By Authorization Ohbject
F S BCE_RS001423 - By Authorization Values
@ S_BCE_GR001424 - By Chande Dates
[* [J Profiles
[* [J Authorizations
[ 7] Authorization Ohjects
= 7 Transactions
@ S BCE 68001429 - Executahle Transactions (All Selection Options)

Master Data Objects

Quintessence

No Reporting
the real Usage !

concerning

rD & BCE_GB001426 -

fP 5 _BCE_FE002041

2 S_BCE_G8001427 -
Y S BCE_G8001428 -

[ [ Comparisans
= = Where-Used List
= & Roles

Executable for Llser

- Executahle for Role
Executable with Profile
Executable with Autharization

2 5_BCE_RAN01399 - In Users

[* ] Profiles
> [ Authorizations

[ [J Authorization WYalues
[ [[J Authorization Ohjects
[ [J Change Documents

‘ ‘ .I I! © IBIS Prof. Thome AG
-



Agenda

~

A Status Quo

A RBE Plus User/Role Analysis

A User Analysis
A Usage Analysis
A Security Checks 1 User Analysis

A License Analysis
A Classification Analysis
A Activity Analysis

A Role Analysis
A Role Usage
A Security Checks 1 Role Analysis
A Role Query Database (Service)
A User Analysis Inqueries (Solution)

‘ ‘ .I I! © IBIS Prof. Thome AG
-



RBE Plus User/Role Analysis Objectives

A Linking Master Data (Roles, Users, Authorizations,
Licenses) to Usage Data (Transactions and Reports as
well as Document creation and change)

A Qualitative and quantitative Data in Key Figure Folders
along with detailed Evaluations

A Individualized Filters and Evaluation Options for
customer individual Reporting in the Role -Query -
Database
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Typical Questions about Users and Roles

A What is the degree of use for Transactions/Reports assigned to
Roles and Users?

A Do the Roles fit? Is Role granularity appropriate?

Are there unnecessary Transactions/Reports in the Roles?

Do the Roles assign Users Transactions and Reports more than once?

Which Users have never been active in the System despite Authorization?

Which Users have been assigned critical Authorization Profiles?

> > > > >

>

Which (potential) standard SAP Roles can be used?

A Does the Transaction/Report use Profile correspond to standard SAP
Roles that could serve as Templates?

>

Can Template Roles be defined?

A Do several Users implement categories of the same
Transactions/Reports?

>

Which Authorizations do Users have for the Transactions/Reports
executed?

A Are the assigned Organization Elements and values for Authorization
Objects correct?

A Does the use Profile fit the existing license assignments? (Active
License Management)
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Provided Answers by the
RBE Plus User/Role Analysis

A  Standard Roles

A Which Roles do exist?
A Are assigned Roles not in use?

A Degree of use for Transactions/Reports
A Which Transactions/Reports were executed during the Analysis Period?
A Which Role Assignment did the Users implement to execute the
Transactions/Reports?
A Which of the Transactions/Reports of the Roles used were not executed and
may therefore be deleted?
A (Potential) SAP Roles and Template Roles
A Comparing Transaction use with standard SAP Roles or
A Does the Transaction/Report use Profile correspond to standard SAP Roles
that could serve as Templates?
A Authorization Objects and values
A Which Authorizations do Users have for the Transactions/Reports executed?
A Active License  -Management

A Which Users are active in which Application Areas?
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Use Scenarios -

A As-Is -Analysis
A Information on Roles and Users implemented

A Documentation of used Transactions/Reports and Authorizations in Roles

A Potential -Analysis

A Reconciling the Roles implemented with the actual Transaction/Report use
Comparing the logon Authorizations with the Users Activities
Comparing Transaction use with standard SAP Roles

> >

A Security Checks
A Checking critical Authorization Objects via Transaction use and Role Evaluation
A Check of password and logon guidelines

A Verify critical transactions as well as combinations of transactions

A Active License  -Management
A Classification of users concerning their license

~

A Verify the license assignment to real activities of users

-m © IBIS Prof. Thome AG
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Detailed Levels

Existing

20091101 - 20100131
= —

: RBE Plus Service

Valid License Entry Active
20091101 - 20100131
B Rl

T

User - Total Role Name t assigned User ' In
Role 1 4
Role 2 1
Dialog User Rale 3 1
| Role 4 10
Role 5
Role & 7
System User EEE a1
_ Role 8 3
Role 9 15 16 a
Comm. User Rale 10 15 23 9
Rale 11 15 20 8
Rale 12 15 1z z
|i4=:4e/\u1sy Reference User Raole 13 i 15 5
Rale 14 15 29 7
Dialog Users Rale 15 15 21 1z
. Role 16 15 31 1z
Lot Senvice Usor Rale 17 1 15 23 11
z = Role 18 15 3 1
thereof valid and not locked o117 Role 19 15 4
thereofvalid, notlockedand 47 7%‘ Role 20 15 14
withoutlogon Role 21 15 g
Rale 22 15 8
(2 l— e S N o — 12
Role 23 2 2 1
Existing 58 Valid, not locked dialog user 3,769 Role 24 214 3z 3
thereofassigned for 0, thereof with logon before 0,
individualmaintenance 91.4% 20091101 19.2%
thereofassigned for mass thereof with logon within o
maintenance 5.2% 20091101 - 20100131 17.9%
Groupswithout user o7 Y \ thereof without logon after 0,
assignment 6.9% 20100131 33.9%
USAGE
Dialog Users. 6,173
thereofwith transaction 31.0% 1 which roles are there?
and/orreport usage AT
thereofwith transaction . . .
S 30.8% 2which transactions are used/not used in roles?
thereof without usage 31.0%

3Wwhich SAP roles can be uzed?

5 Security Checks

Infrmation about the: E stract

L
L
L
E] 4 which uzers have which authaorizations?
U
L
L

it

Copryright 2007 1BIZ Prof. Thame AG
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Detailed Levels

Existing

20091101 - 20100131
= —

: RBE Plus Solution

Valid License Entry Active
20091101 - 20100131

t assigned User pm

In

15
15
15
i5
15
is
15
15
is
15
i5
15

Moo oo o

1z
1z
11

User - Total Role Name
Raole 1
3 Role 2
Dialog User Rale 3
Role 4
w = Role 5
Role 6
pami “ - “ i
— Role 8
N Role 9
Comm. User Rale 10
Role 11
3 Role 12
M) | Reterence User - I
Role 14
Dialog Users = Rale 15
. Role 16
thereof valid Service User 3 i "
5 B ——— Role 18
thereof valid and not locked o117 Role 10
thereofvalid, not locked and o/ Role 20
withoutlogon 17.7% ;
[ [ USER_LOGON | RN viokload
Existing 58 Valid, not locked dialog user 3,769
- - ~ Additional Display Options
thereofassigned for 91.4% thereof with logon before 19.2% Hav R
individualmaintenance Z 20091101 2
B = = ]
thereofassigned formass thereof with logon within o Task Type Uzer Account
maintenance 5.2% 20091101 - 20100131 17.9%
Groupswithout user oY thereof without logon after 0, Time Frame User Grow,
assignment 6.9% 33.9% p

20100131
—

Dialog Users

thereofwith transaction
and/orreport usage

thereofwith transaction
usace

thereof without usage

6,173
31.0%
30.8%
31.0%

Top I 20 Walues

Restrictions
Fiestiictions Value(s)

" TCode
 User
= User Group

Desciiption Excel‘wWorkSheet

DO

ok T
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User Analysis

A Analysis of Activities and Authorizations gives detailed
il nsight i nto your Systemb6bs actual us
System Authorizations and Security Checks

A How many Users with logon Authorization are active/inactive
during the Analysis Period?

A Which Users never logged on despite having logon
Authorization?

A Who used critical Transactions or combinations

A Which password and logon guidelines do exist

A How many Users are assigned to which User Groups?

A User (Additional Data)

A Segregation of Duties

>
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Example: User Analysis i Validity and Ac

Existing Valid Active % active
‘ 20091101 - 20100131 | 20091101 - 20100131 || 20091101 - 20100131

| User - Total

' Dialog User

| System User

Comm. User

'Reference User

Service User

Dialog User n Existing ﬂ ¥alid -

1 z 2
dser 2 I s a
User 3 I s I
User 4 I ) I
Hser 5 I ) o
User & I ) I
User 7 1 ) 1
User & I ) I
User 10 I s i
dser 11 I s I
dser 13 I s I
Hser 19 I ) I
dser 20 I ) I
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Example: Usage Analysis I Validity and log on -

User Mame in User Master Record n Exristing ﬂ ¥Yalid n Mever logged on ﬂ
dser 1 I z 1z I
User 2 1 z Q 1
User 3 1 z 1 1
User 4 I I o I
User 5 I I o I
User & I I o I
User 7 I z 1z I

‘ Dialog Users 2 5,173

| |

‘ thereof valid 63.7%

| . |
‘ thereof valid and not locked 61.1 %"
thereofvalid, not locked and 17_7%1

. withoutlogon
USER GROUF . JSER - LOGON
| -
Existing 58 Valid, not locked dialog user 3,769
{ n
thereofassigned for N o thereof with logon before =
individualmaintenance 91.4% 20091101 19.2%
= .| 2 < )|
thereofassigned for mass thereof with logon within 4
e e ’ 20091101 - 20100131 4 17.9%
2 b | - | £
Groupswithout user o thereof without logon after 0,
assignment 6.9% ' 20100131 33.9%
| U
Dialog Users 6,173
thereofwith transaction b 0,
and/orreport usage 31.0%
| thereofwith transaction B 0,
[riens 30.8%
) |
‘ thereof without usage 31.0%
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Example: Security Checks - Critical Transaction -

‘ User Master Record 1

| -

‘ Usergroup 'SUPER' 1
Logonpossibility via SAP* 24
(DEFAULT-PROFILE)

' Logonpossibility via SAP* 0

. (INSTANCE-PROFILE)

| CHENT JSER LOGON

Clients - Total 4 ‘ Userwith multiple logon 599

90.2%

{ - N
thereof productive client 1 . thereofwith logon

. authorization
‘ thereof test client 0 ‘
| |
| thereof customizing client 1 ‘

‘ System Administration 673
‘ User Administration 483
‘ Central User Administration 1
Authorization Administration

n System activities ﬂ User admin. activities ﬂ Central user admin. activities n Auth. admin. activities n

User 1 ) a a a

User 2 a I aQ Q

User 3 a a I Q

User 4 i a I I

User 5 1 I a a

User 6 a a a 1

User 7 ) I I a

User 8 ) a a a

User 9 1 a aQ 1

User 10 1 a I Q

User 11 i I a Q

User 12 1 a a 1

User 13 ) a aQ a

User 14 ) a a a
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Example: Security Checks - Segregation of Duties

invoice verification: outgqoin ayments + invoice verificati

TCode
()

53

User 2 FBES 2

Structure User 3 MIRC 4.545

1 invoice verification: outgoing payments + invoice verification 27 User 2 F-07 452

" 2 invoice verification: post automatic payment + run invoice verification 135 User 3 F-43 I.225

invoice verification: pay with printed docurnent + run invoice verification o User < F-<4 g5

" 4 invoice verification: post outgoing payments + run invoice verification 1o User 5 FBAD 125

| 5 !nvo!ce ver!f!cat!on: post .vendn.r down payrment + rll.ln |n.v0|ce \.r'n?ﬂfl.catlon 35 User & FEES 1217
& invoice verification: post incoming payments + run invoice verification 27

" 7 invoice verification: post outgoing payments + run invoice verification 24z User 7 MIRO 1.587
invoice verification: release line iterns + run invoice verification Q
invoice verification: print forms for payment document + run invoice verification a
invoice verification: create check information + run invoice verification Q
depreciation + void unused checks a
depreciation + renumber checls o
depreciation + create check information a
depreciation + change check information / cash checks o
depreciation + depreciation + reprint checks a
depreciation + reverse a check payment o
depreciation + vaid issued checks a
depreciation + deleting check information for payment run o
depreciation + manual cashed checks a
depreciation + change the assignment of checks for payment o
depreciation + creating a check extract a
" 22 depreciation + post and clear z
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License Analysis

A Analysis of existing license assignments, compared with
relevant assignments and real activities in order to adapt
the license management to the real situation.

Which users of which user types with which license entries do exist?
Which license assignments are correct or obsolete?

Which user with which license types are active in which business
areas and use which transactions, reports or create which
documents and/or change them?

é

> > >

>
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Example: Classification Analysis iR

Existing Valid License Entry Relevance

20091101 - 20100131
—

User - Total

| AT
Dialog User

‘ 3

' System User

‘|

Comm. User

|
Reference User _ _
| u Relevant u

_" mpSAF Professional (Cat, IT) 1
v ‘ User 2 I I mpEAF Srofessional (Cat, 1) I
Service User User 3 I I mpSAFR Professional (Cat IT) I
—— User 4 1 I mpRAPR Limited Prof. (Cat [IT) 0
User 5 1 I myEAF Professional (Cat. IT) 0
User & 1 I mpSAF Limited Frof, (Tat IiT) Q0
User 7 I I mpEAFR Crofessions! (Cat 1) I
User & I Q  mpSArL Limited Srof, (Cat [iT) I
User 9 I Q  mpSAF Limited Erof, (Cat I1T) I
User 10 I Q  mpSAF Limited Brof, (Cat I1T) I
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Example: Activity Analysis I

’ Basis
| 20091101 - 20100131

HCM
20091101 - 20100131

Logistics . Accounting
20091101 - 20100131 | 20091101 - 20100131

Active L

!
Active valid user ; A€ )
- total S 1,5 1L s£0
‘ oF i — -. -. 3
Active valid . 9ra’ | L a ’ -
dialog user 759 1 m
N
Active valid
system user
~ A . c - § b b
Active valid ‘ Usage of Usage of reports reation o Change of
tr cti d ts
(SO - _ . 20051101 20900131 || 20091101 - 20100131 || 20081301 - 30100131 | 20095104 T 50100131
N
Activevalid. | Active valid user 2 |
reference user - total ‘ | 0 |
Acti lid ‘l Active valid A On/ | ey | [ = ez
ve vali i Q%4
service user dialog user ‘f 4 7 v ,( 2 824
| 3
Active valid
system user
N
Active valid ‘
‘comm. user }
N
Active valid |
reference user \
‘

service user
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Role Analysis

A Quantitative and qualitative evaluation of assignment and
use of single and composite Roles

To what degree are Roles used?

How effective is the tailoring of Roles?

Which Roles are assigned to which inactive Users?

Which Users have been assigned critical Authorization Profiles?

Which Single Roles are how many Users (directly/indirectly) and Transactions
(directly) assigned to?

Which derived Single Roles are which inactive Users assigned to?
Which User is in how many Single Roles inactive?

Which Users have been assigned Roles containing outgoing payment
Transactions in the general ledger?

Which Users have been assigned Roles allowing access to customer Master
Data?

Which Users have been assigned Roles containing account Authorization for
customers?

Which Users have been assigned Roles enabling access to Cash Journals?

> > I>» I>» I>

> > > I>

> >
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Example: Role Analysis

Composite
Roles with
Single Roles

Existing

with assigned
Users

with assigned
Transactions

thereof active
20091101 - 20100131

SAP Composite
' Roles with
Single Roles

Cust. Composite
Roles with
Single Roles

A

Single Roles

SAP Single
Roles

1|

Custom Single
Roles

- Streamline Role

J
L
131

Single Roles - Total
thereof assigned to Users
thereof assigned directly
thereof assigned indirectly
thereof assigned directly and indirectly
thereof with assigned Transactions
thereof active {i.e. Transactions are used)
thiyreof inactive (i.e. Transactions are not used)

ngle Roles - Total
assigned to Users
the /eaf assigned directly
thereof assigned indirectly
thereof assigned directly and indirectly
ierecf with assigned Transactions
thereof active {i.e. Transactions are used)
thereof inactive {i.e. Transactions are not used)

assigned User n Indirect assigned user

i
1
10
7
1
3
15 16
15 73
15 20
15 12
15 5
15 29
15 1
15 a1
15 23
15 9
15 i
15 14
15 7
15 8
2
A4 32

1.650

206
206

252
155
o7

258
198
198

251
155
96

S T ]

1z
1z
11

100%
12%
12%

0sa
%6
15%
9%
G

100%6
7%

%6
0%
97%
60%
37%
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Example: Role Usage i Assignment of Roles and Profi

Profile name ﬂ generated from Custom Single Roles ﬂ assigned to user u

Profile 1 1 10
Profile 2 i 1z
Profile 3 i 13
Profile 4 i 15 .

i [
Profile 5 a 15 -
Frofile & 1 17 | Existing 7,003
Profile 7 7 1 taf:‘t;m{:l;mangeswmh N 0.1%
Frofile & I 13 | thereofwith Custom = o
Profile 2 7 13 | Authonza?toonObpc(s 4 - °‘

eseastholigal bt 45.7%

Existing 7,520 | Existing 412
| h | | = = & \
thereof notassignedviaroles  0.8% g‘:";o fwithassigned Singe =100, 0%,
- b |
thereofwithout User  thereofwithout user A
assignment 56.8% - assignment 16.0%

S—— —— ;

| -

; Custom Single Roles 4,908 Existing 6,591

| thereofassigned to N 0, %thereofTem late Roles i

| Composite Roles 23.9% (Deriving Ro‘l,es) 4.6%

| thereofwithout trans. and h

! userassignment 18.5% thereof Derived Roles 28.2%
Ratio: Custom Single ‘thereofwithouttrans.and 16 40/‘ i
Roles/Valid Users 'userassignment sy

© IBIS Prof. Thome AG




Example: Role Usage - Streamline Single Roles

Top List of Users, which are inactive in most assigned Single Roles
ser Quaniity
JLIPSMIRE 46
REICKHOFF 45
SHOFFMEIS 44
ERLILLINGS 21
Top List of Single Roles with the greatest difference RLESh el
between assigned and used Transactions MROBINSZ 19
Single Role Difference’ Percentage’ TSCHRAPP 18
T_5S0000200_LPCOSPO 228 54% TSTEWMAMN 16
T_50000068_PUBUYPLM 228 75% CCARLON 15
T_S0000067 _PUAGENT 214 2a8% AMUBRAY 14

T_S0000675_MROCOORD 200 100% t azsighed Single Raoles"
T_S0000016_CMPWCLRE 141 100%
T_S00000028_APSRCLREE 129 Ga%
Top List of Single Roles with most inactive Users

Single Role Quantity

LFCTOCLS 148

Details on "List of Single T _E0000200_LPCDSPO 77

ZFSF_REPOET 53

QIHOTLOST 38

T_E00O0O0625_ PLURELR 25

T_E0001252 CRYSTALALL 25

ZMMSSOI 24

T_ 50000084 QSRMSAMP 23

SPECINSTRLCT 22

WHZSTO 22

Details on "List of Single Roles with most inactive Users"

m
-



LT

Example: Security Checks I Profiles :

ROL
l Existing 7,003
thereofwith admin. o,
‘ Authorizations 50.9%
™ Critical Profile g SAP_ALL g SAP_NEY = thereofwith custom.
=) -] ] Authorizations 3.3%
ser 1 z o z | i e o
ereofwith cus
User 2 z 0 z [emdsla 17.2%
User 3 I I a
User 4 ) ) )
User o ) Q )
User & I Q a
User 7 I I I
User & a a a
User 9 ) Q )
| - . - - -
’ Nfanr 6,236 ‘ Ef‘?;ti::&nofAuthonm 1
 thereof valid 63.7% ’ Transactionswithout 12,511
; ~ | examination
' thereof with SAP_ALL 0.6% ’
| < |
’ thereof with SAP_NEW 0.4% | \
e —————————————— S
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Role Query Database

A RBE Plus results regarding Transactions, Users and Roles are
processed in an Analysis Database and furnished for use in
standard or individualized Reports

A Additional filter functions for the customer
Additional Reporting functions for experts

SAP Role reference model (4.6c, 4.7, 5.0 and 6.0)
Sarbanes -Oxley -Act - Analysis

> >» >» >
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Technical Solution

A RBE Plus results regarding Transactions, Users and Roles
are processed in an Analysis Database and furnished for
use in standard or individualized Reports

A The RBE Plus Role Analysis examines Authorization
Objects based on the Transactions and Reports used

Transaction /Analysis Table: Content

Projekt: Rollenanalyse Projekt. Rolienanalyse
Extrakt: IBSCLNT222 Extrakt: RIA: IBSCLNT222

Welche Kunden-/SAP-Transaktionen und Kunden-/SAP-Repo urden genutzt?

TCODE ~»| An =] Bezeichnung

SE11_0LD T2 R/3-Data-Dictionary Plege

SPRO T2 Custornizing - Projekthearbeitung

SE16 T2 Data Browser

SESSION_MANAITZ Session Manager Mendbaumanzei e }

PFCG 2 Pilege van Rollen TCODE - Transaktion

SES2 ™ Repository-Infosystem AGR_NAME T\"F!E -Typ  Erweiterter . direkt

SM37 ™ Ubersicht iher Jobauswahl - Name der eines Programmn EXCLUI_JE - eingegebe

Rolle ~| Reports¥| ame +| Exclusivie| nwurde~|

ISAPTRA/SA TR JSAPTRI/AS, S
ASAP_AUTOTR SASAPDT X
ASAP AUTOTR SIBU S
ASAP_AUTOTR SRADEDT S
ASAP AUTOTR j={nlel)y X

Individualized Reports and Analysis possible!

‘ ‘ .I I! © IBIS Prof. Thome AG
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Role Query Database

A Number of SAP  -Tables: 17
A Number of Inqueries: 114
A Form of Distribution A flexible, basedon Database

[:] 1 Which roles are there?
D 2 Which transactions are used/hot used in roles?
D 3Which SAP roles can be used?

D 4 Which users have which authorizations?

[:] 5 Security Checks

D Information about the Extract

D Quit

Copyright 2007 |1BIS Prof. Thome AG
All rights reserved
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Roles with User Assignment

[:] 1.1.1 Which single roles exist?

[:] 1.1.2 Which single roles are derived? [:] 1.2.1 Which composite roles exist?

[:] 1.1.3 Which sinale roles have users directly assigned to them? D 1.2.2 Which composite roles have no single roles assigned?

[:] 1.1.4 Which single roles have users directly assigned to them [agaregated)? [:] 1.2.3Which composite roles are which user assigned to?

[:] 1.1.5Which single roles have users assigned via composite roles? D 1.2.4 \Which composite roles are which user assigned to [agaregated)?
[:] 1.1.6 Which single roles have users assigned via composite roles (agaregated)? [:] 1.2.5Which composite roles have no users assigned?

[:] 1.1.7 Exception single roles

A All existing Roles
A distinguished according to single and composite Roles
A Roles
A indirectly (via collective Roles) or
A directly assigned to Users
A Assigned User not specified -> aggregated view
A User Assignment
A ACleampod potenti al of unused single and c

% © IBIS Prof. Thome AG
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Degree to which Role Transactions are
utilized

[:] 2.1 Which single role transactions are used?

C] 2.2 Which single role report transactions are used?

[:] 2.3 Which composite role transactions are used?

C] 2.4 Which single role transactions with user assignment are not used?

[:] 2.5Which composite role transactions with user assignment are not used?

D 2.6.1 Which derived single role transactions are used?

C] 2.6.2 Which derived single role report transactions are used?

D 2.6.3 Which derived single role transactions with user assignment are not used?
C] 2.6.4 \Which parent role transactions are used?

D 2.6.5 Which parent role report transactions are used?

C] 2.6.6 Which parent role transactions with user assignment are not used?

A Overview of Roles used in Transactions via User Role
Assignment

Unused Role Transactions that could be deleted

A
A Categorization into single, composite and derived Roles

‘ ‘ .I I! © IBIS Prof. Thome AG
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Potential SAP Roles -

E] 3.1 Which single role transactions from 46C are used?
D 3.2 Which single role transactions from 470 are used?
E] 3.3 Which single role transactions from ECC 5.0 are used?

D 3.4 Which single role transactions from ECC 6.0 are used?

A Use of Transactions from SAP reference Roles
A SAP reference model:
A 4.6¢
A 4.7

A ECCA5.0and
A ECC6.0

A Potenti al Acopy Templateso for individual
A Adjustment of Authorization Objects required

‘ ‘ .I I! © IBIS Prof. Thome AG
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Users with Role Assignments and
Additional SAP Authorizations

[:] 4.1 Which users with assigned roles have which SAP authorizations?

D 4.2 Which users with assigned roles have which authorizations?

>

Wavering Role Concept by Assigning additional SAP
Authorizations

>

SAP Authorization Objects not subject to customer - specific
Requirements and Concepts

% © IBIS Prof. Thome AG
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Security -Analysis (Basis Data)

D 5.1.1 Which authorization objects do single roles have?
D 5.1.2 Which organization elements do authorization objects use?
D 5.1.3 Which roles are assigned to users?

D 5.1.4 Which users are active/inactive?

D 5.1 Basic Data: User and Authorization D ata D 5.1.5Which default parameter [set/get user parameters) do users have?
D 5.2 Which transactions and authorization data are used? D 5.1.6 Which object/values of last authorization check failed?
D 5.3 Authorization Dbjects D 5.1.7 Which transactions and reports have users executed in the analysis period?

D 5.3.1 Which authorization objects are used in roles?
D 5.3.2 Which authorization objects are not used in roles?
D 5.3.3 Which customer authorization objects are used in roles?

D 5.3.4 Which customer authorization objects are not used in roles?

A Look at:

Authorization Objects of Roles,
Organization Objects of Roles and

A Assigned User

A Active and inactive User
A Customer Authorization Objects
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Security - Analysis (with Transaction)

D 5.2.1 Which transactions with additional data are used?

D 5.2.2 Which roles with transactions are used?

D 5.2.3 Which transactions with authorization objects are used?

D 5.2.4 Which transactions with authorization objects are used by users?
D 5.2.5Which transactions with authorization org. elements are used?

D 5.2.6 Which transactions with authorization org. elements are used by users?

A Executed Transactions per User, incl. additional User
Attributes (caution: Data Protection!)

A Shows Role Authorization values and org. Levels for the
Transactions executed

Ai.e. tracking Userods Transactions enabl
Role Assignments, Authorization and org.Levels
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User Analysis Inqueries

A The RBE Plus Solution enables Inquiries to be done as
part of the User and Role Analysis. Pre -defined Queries
are used to discover answers to various questions
concerning Roles, Transactions and Authorization.

A Users are provided additional Options for filtering existing
Evaluations at User, Role, Transaction Code or Authorization
Object Level

A Query Restrictions can be made via List Import or manual
entry

A ..

‘ ‘ .I I! © IBIS Prof. Thome AG
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Scope of Services

Idzer & Role Inquinez | warkload

Fole Tranzaction  Authaorization

A 11 pre -defined Queries in the User and Role Inquiries

Assignment of single/composite Roles to Users

Used Transactions in single/composite Roles and derived
Roles

A Usage of Transactions with Authorization Objects

A
A

A Detailed Evaluations of Workloads
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User Interface Layout

|Jzer & Fale Inquiies | “workload

Fole | Transaction  Authorization

( & “which single/composite roles have users assigned to them?
Selecting y
Queries
\
( Restrictions
Festrictions % alue(s)
o Uszer Userl; User?, serd l__ Link. restrictions with
Setting { Fole [ & OR
Restrictions ~ AND
\
Degcrnption Excel-WorkSheet Ok B | | I:Inse_ |
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And/Or Restrictions -

Restrictions
Restrictions Y alue(z]
7 User Llzer l_l Link. restrictions with
7 Rale Rl || & OR
i AND
Display all Roles assigned to Userl,
and
Display all Users assigned Rolel
Restrictions
R eztrictions W alue(z)
7| User Uzer I_I Link. restrictions with
¥ Role Falel I_I - OR
& AND

Display a Dataset in which both Restrictions apply,
l.e. here:
Display if  Userl is also assigned Rolel
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Role Layout :

dzer & Role Inguines Workload

Ruole Tranzaction  Authorization

f* “which single/composite roles have users assigned to them?

Rezstrchons

R estrictions Waluelz)
7| User Lirk. restrichions with
Role & 0R
" aND
Dezcription E scel-work Sheet | Ok | | Cloze |

m
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Role Queries it

Fole Tranzaction  Authorization

f* ‘wWhich single/composite roles have users assigned to them?

Version: DEMO
Extract: DEMO )
Overview of User Role Which single/composite roles have users assigned to them?
ASSignment Assigned via
Single Role USER Composite Role Name
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Role Restrictions

Resztrictions
Restrictions ¥ alue(z)
o Uszer __- Link. restrictions with
Role - i+ 0OR

O AND

~

A User : Display the assigned single/composite Roles
contingent on User Selection

A Role : Display the assigned Users contingent on Role
Selection
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Transaction Layout

lzer & Role Inquinies | Workload

Role Autharization

{+ ‘w'hich zingle/zomposite role tranzactions are used?

" Which singledcormposite role bansactions with user assignment are not used?

" Wwhich derived single rale transactions are used?

" Wwhich derived single role transactions with user assignment are not used?

Restrictions
R estrictions Y alue(z]
7| Lser | | Link. restrictions with
Rl | | o 0OR
TCode | .| " AND
Description EscelwWorkS hest | ak | | Cloze |

4

%
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Transaction Queries

Fole Authorization

£ which single/composite role bansactions are uzed?

i~ Which single/composite role ransactions with user assignment are not used?

" ‘which derived single role ranzactions are uzed?

™ Which derived single role transactions with user assignment are not uzed?

Version: DEMO
_ Extract: DEMO )
Overview of
. Which single/composite role transactions are used?
Transaction
i Assigned via
Usage In ROIeS USER Role Composite Role | Transaction Sum
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Transaction Restrictions

Resztrictions
Reztrictions W alue(z)

W User ____ Lirk restrictions with
Role --- & 0R
TCode  BND

~

A User : Display the executed Transactions and pertinent
Roles depending on the User Selection

A Role : Display the executed Transactions and Users
depending on the Role Selection

A TCode : Display the Users and Roles depending on the
Transaction Code Selection
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Authorization Layout

Uzer & Role Inguinez | “workload

Fole Tranzaction -5"-

¢ Which ransactions with autharization objects are used?

" Which transactions with authonzation objects are used by users?

" Wwhich transactions with authorization objects are not used?

" Which ransactions with authonzation arg. elements are used?
" Wwhich transactions with authorization org. elements are used by users?

" wWhich transactions with authorization org. elements are not wsed?

Festrictions
Restrictions Y alug(z)
Link. restrictions with
7 Role | .| * OR
TCode || (" AND

Autharization Object | |

Dezcription ExcelworkShest | Ok | | Cloge |
A

%
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Authorization Queries

Overview of
Usage of
Transactions
with
Authorization
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