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Agenda

Â Status Quo

Â RBE Plus User/Role Analysis

Â User Analysis

ÂUsage Analysis

ÂSecurity Checks

Â License Analysis

ÂClassification Analysis

ÂActivity Analysis

Â Role Analysis

ÂRole Usage

ÂSecurity Checks

ÂRole Query Database (Service)

ÂUser Analysis Inqueries (Solution)
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Quintessence

No Reporting concerning 
the real Usage !

Status Quo: Standard SAP Reports

Â Master Data Documentation

Â Inverted Search by
Master Data Object

Â Where - Used Lists for
Master Data Objects 
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ÂSecurity Checks ïRole Analysis
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ÂUser Analysis Inqueries (Solution)
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Â Linking Master Data (Roles, Users, Authorizations, 
Licenses) to Usage Data (Transactions and Reports as 
well as Document creation and change)

Â Qualitative and quantitative Data in Key Figure Folders , 
along with detailed Evaluations

Â Individualized Filters and Evaluation Options for 
customer individual Reporting in the Role - Query -
Database

RBE Plus User/Role Analysis Objectives
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Typical Questions about Users and Roles

Â What is the degree of use for Transactions/Reports assigned to 
Roles and Users?
Â Do the Roles fit? Is Role granularity appropriate?

Â Are there unnecessary Transactions/Reports in the Roles?

Â Do the Roles assign Users Transactions and Reports more than once?

Â Which Users have never been active in the System despite Authorization?

Â Which Users have been assigned critical Authorization Profiles?

Â Which (potential) standard SAP Roles can be used?
Â Does the Transaction/Report use Profile correspond to standard SAP 

Roles that could serve as Templates?

Â Can Template Roles be defined?
Â Do several Users implement categories of the same 

Transactions/Reports?

Â Which Authorizations do Users have for the Transactions/Reports 
executed?
Â Are the assigned Organization Elements and values for Authorization 

Objects correct?

Â Does the use Profile fit the existing license assignments? (Active 
License Management)
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Provided Answers by the 
RBE Plus User/Role Analysis

Â Standard Roles
Â Which Roles do exist?

Â Are assigned Roles not in use?

Â Degree of use for Transactions/Reports
Â Which Transactions/Reports were executed during the Analysis Period?

Â Which Role Assignment did the Users implement to execute the 
Transactions/Reports?

Â Which of the Transactions/Reports of the Roles used were not executed and 
may therefore be deleted? 

Â (Potential) SAP Roles and Template Roles
Â Comparing Transaction use with standard SAP Roles or

Â Does the Transaction/Report use Profile correspond to standard   SAP Roles 
that could serve as Templates?

Â Authorization Objects and values
Â Which Authorizations do Users have for the Transactions/Reports executed?

Â Active License - Management
Â Which Users are active in which Application Areas?
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Use Scenarios

Â As - Is - Analysis
Â Information on Roles and Users implemented

Â Documentation of used Transactions/Reports and Authorizations in Roles

Â Potential - Analysis
Â Reconciling the Roles implemented with the actual Transaction/Report use

Â Comparing the logon Authorizations with the Users Activities

Â Comparing Transaction use with standard SAP Roles

Â Security Checks
Â Checking critical Authorization Objects via Transaction use and Role Evaluation

Â Check of password and logon guidelines

Â Verify critical transactions as well as combinations of transactions

Â Active License - Management
Â Classification of users concerning their license

Â Verify the license assignment to real activities of users
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Detailed Levels : RBE Plus Service

The detailed Levels Key 
Figures, Detailed Evaluations 
and individualized Research 
provide for a comprehensive 
Analysis
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Detailed Levels : RBE Plus Solution

The detailed Levels Key 
Figures, Detailed Evaluations 
and individualized Research 
provide for a comprehensive 
Analysis
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Â Status Quo

Â RBE Plus User/Role Analysis
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ÂRole Query Database (Service)

ÂUser Analysis Inqueries (Solution)
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User Analysis

Â Analysis of Activities and Authorizations gives detailed 
insight into your Systemôs actual use in light of existing 
System Authorizations and Security Checks

ÂHow many Users with logon Authorization are active/inactive 
during the Analysis Period?

ÂWhich Users never logged on despite having logon 
Authorization?

ÂWho used critical Transactions or combinations

ÂWhich password and logon guidelines do exist

ÂHow many Users are assigned to which User Groups?

ÂUser (Additional Data)

ÂSegregation of Duties

Â ...
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Example: User Analysis ïValidity and Activity
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Example: Usage Analysis ïValidity and log on
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Example: Security Checks - Critical Transactions
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Example: Security Checks - Segregation of Duties

Over 500 critical 
combinations of transactions
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License Analysis

Â Analysis of existing license assignments, compared with 
relevant assignments and real activities in order to adapt 
the license management to the real situation. 

Â Which users of which user types with which license entries do exist?

Â Which license assignments are correct or obsolete?

Â Which user with which license types are active in which business 
areas and use which transactions, reports or create which 
documents and/or change them?

Â é
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Example: Classification Analysis ïRelevance 
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Example: Activity Analysis ïActive Users 
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Role Analysis

Â Quantitative and qualitative evaluation of assignment and 
use of single and composite Roles

Â To what degree are Roles used? 
Â How effective is the tailoring of Roles?
Â Which Roles are assigned to which inactive Users?
Â Which Users have been assigned critical Authorization Profiles?
Â Which Single Roles are how many Users (directly/indirectly) and Transactions 

(directly) assigned to? 
Â Which derived Single Roles are which inactive Users assigned to?
Â Which User is in how many Single Roles inactive?
Â Which Users have been assigned Roles containing outgoing payment 

Transactions in the general ledger?
Â Which Users have been assigned Roles allowing access to customer Master 

Data?
Â Which Users have been assigned Roles containing account Authorization for 

customers?
Â Which Users have been assigned Roles enabling access to Cash Journals?
Â ...
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Example: Role Analysis - Streamline Roles
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Example: Role Usage ïAssignment of Roles and Profiles
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Example: Role Usage - Streamline Single Roles
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Example: Security Checks ïProfiles
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Role Query Database

Â RBE Plus results regarding Transactions, Users and Roles are 
processed in an Analysis Database and furnished for use in 
standard or individualized Reports

Â Additional filter functions for the customer

Â Additional Reporting functions for experts

Â SAP Role reference model (4.6c, 4.7, 5.0 and 6.0)

Â Sarbanes - Oxley - Act - Analysis

Â ...
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Technical Solution

Transaction Analysis Table Content

Import

Role Analysis

based on Database

Individualized Reports and Analysis possible!

Import

Â RBE Plus results regarding Transactions, Users and Roles 
are processed in an Analysis Database and furnished for 
use in standard or individualized Reports

Â The RBE Plus Role Analysis examines Authorization 
Objects based on the Transactions and Reports used
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Role Query Database

Â Number of SAP - Tables: 17

Â Number of Inqueries: 114

Â Form of Distribution Ą flexible, based on Database
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Roles with User Assignment

Â All existing Roles 
Â distinguished according to single and composite Roles

Â Roles 
Â indirectly (via collective Roles) or 

Â directly assigned to Users

Â Assigned User not specified - > aggregated view

Â User Assignment

Â ñClean-upò potential of unused single and composite Roles
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Degree to which Role Transactions are 
utilized

Â Overview of Roles used in Transactions via User Role 
Assignment

Â Unused Role Transactions that could be deleted

Â Categorization into single, composite and derived Roles
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Potential SAP Roles

Â Use of Transactions from SAP reference Roles

Â SAP reference model:

Â 4.6c

Â 4.7

Â ECC 5.0 and

Â ECC 6.0

Â Potential ñcopy Templatesò for individual Roles

Â Adjustment of Authorization Objects required
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Users with Role Assignments and 
Additional SAP Authorizations

Â Wavering Role Concept by Assigning additional SAP 
Authorizations

Â SAP Authorization Objects not subject to customer - specific 
Requirements and Concepts
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Security - Analysis (Basis Data)

Â Look at:

Â Authorization Objects of Roles,

Â Organization Objects of Roles and

Â Assigned User

Â Active and inactive User

Â Customer Authorization Objects
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Security - Analysis (with Transaction)

Â Executed Transactions per User, incl. additional User 
Attributes (caution: Data Protection!)

Â Shows Role Authorization values and org. Levels for the 
Transactions executed

Â i.e. tracking Userôs Transactions enables monitoring of User 
Role Assignments, Authorization and org.Levels
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User Analysis Inqueries

Â The RBE Plus Solution enables Inquiries to be done as 
part of the User and Role Analysis. Pre - defined Queries 
are used to discover answers to various questions 
concerning Roles, Transactions and Authorization.

Â Users are provided additional Options for filtering existing 
Evaluations at User, Role, Transaction Code or Authorization 
Object Level

Â Query Restrictions can be made via List Import or manual 
entry

Â ...
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Scope of Services

Â 11 pre - defined Queries in the User and Role Inquiries

Â Assignment of single/composite Roles to Users

Â Used Transactions in single/composite Roles and derived 
Roles

Â Usage of Transactions with Authorization Objects

Â Detailed Evaluations of Workloads 
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User Interface Layout

manual 

Restrictions

List Import

pre - defined Queries

Restrictions Selection
linking Restrictions

Selecting 
Queries

Setting 
Restrictions
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And/Or Restrictions

Display a Dataset in which both Restrictions apply,
i.e. here:

Display if User1 is also assigned Role1

Display all Roles assigned to User1,
and

Display all Users assigned Role1
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Role Layout
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Role Queries

...

...

...

...

Overview of User Role 
Assignment
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Role Restrictions

Â User : Display the assigned single/composite Roles 
contingent on User Selection

Â Role : Display the assigned Users contingent on Role 
Selection
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Transaction Layout
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Transaction Queries

...

...

...

...

...

Overview of 
Transaction 

Usage in Roles



45

Transaction Restrictions

Â User : Display the executed Transactions and pertinent 
Roles depending on the User Selection

Â Role : Display the executed Transactions and Users 
depending on the Role Selection

Â TCode : Display the Users and Roles depending on the 
Transaction Code Selection



46

Authorization Layout
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Authorization Queries

Overview of 
Usage of 

Transactions 
with 

Authorization
...

...

...

...

...

...

...

...


